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ABSTRACT:

THIS PAPER EXAMINES ROMANIA’S CAPACITY TO ADDRESS CONTEMPORARY INSECURITY
DYNAMICS SHAPED BY THE INTERSECTION OF HYBRID WARFARE AND THE RAPID ADVANCEMENT
OF ARTIFICIAL INTELLIGENCE (Al), WITHIN THE STRATEGIC CONTEXT OF THE WAR IN UKRAINE
AND THE PARTICULARITIES OF THE BROADER BLACK SEA REGION. HYBRID WARFARE IS
CONCEPTUALIZED AS A COORDINATED USE OF CONVENTIONAL AND NON-KINETIC TOOLS -
DISINFORMATION, CYBER OPERATIONS, ECONOMIC AND DIPLOMATIC PRESSURE, AND PROXY
ACTORS - AIMED AT ERODING SOCIAL COHESION AND DELEGITIMIZING INSTITUTIONS RATHER
THAN PURSUING TERRITORIAL CONQUEST. Al ACTS AS A POWER MULTIPLIER, ENHANCING
HOSTILE ACTORS’ ABILITY TO GENERATE SYNTHETIC CONTENT (DEEPFAKES), CONDUCT
PERSUASIVE MICROTARGETING, AND AUTOMATE OFFENSIVE OPERATIONS IN CYBERSPACE.

THE ANALYSIS HIGHLIGHTS ROMANIA’S STRUCTURAL VULNERABILITIES: LOW LEVELS OF
DIGITAL AND MEDIA LITERACY, FRAGMENTATION OF PUBLIC CYBER INFRASTRUCTURE,
REACTIVE INSTITUTIONAL MECHANISMS, AND REGULATORY GAPS CONCERNING Al USE IN
SECURITY AND DEFENSE. DESPITE EXISTING STRATEGIC FRAMEWORKS (NATIONAL DEFENSE
STRATEGY, CYBERSECURITY STRATEGY, NATIONAL Al STRATEGY) AND SPECIALIZED
INSTITUTIONS (NATIONAL CYBER SECURITY DIRECTORATE, ROMANIAN INTELLIGENCE SERVICE,
CYBERINT CENTER, MINISTRY OF NATIONAL DEFENSE, MINISTRY OF INTERNAL AFFAIRS,
NATIONAL AUDIOVISUAL COUNCIL), INTERAGENCY COORDINATION AND THE INTEGRATION OF
COGNITIVE SECURITY REMAIN LIMITED. NATO AND EU MEMBERSHIP PROVIDES OPPORTUNITIES
FOR INTEROPERABILITY, YET ROMANIA REMAINS PRIMARILY A SECURITY RECIPIENT RATHER
THAN A PROACTIVE CONTRIBUTOR.

THE STUDY PROPOSES SEVERAL POLICY-ORIENTED RECOMMENDATIONS: ADOPTION OF A
NATIONAL STRATEGY FOR HYBRID WARFARE AND COGNITIVE SECURITY; ESTABLISHMENT OF A
DEDICATED Al LEGISLATIVE FRAMEWORK; CREATION OF AN INTERAGENCY ALERT AND
RESPONSE PLATFORM; SYSTEMATIC EDUCATION PROGRAMS TO STRENGTHEN COGNITIVE
RESILIENCE; AND REINFORCEMENT OF CYBER DEFENSE AND TECHNOLOGICAL DIPLOMACY.
THE OVERARCHING OBJECTIVE IS TO SHIFT FROM A FRAGMENTED, REACTIVE POSTURE TO A
PROACTIVE, INTEGRATED, AND EURO-ATLANTIC-ALIGNED SECURITY PARADIGM.

KEY WORDS: HYBRID WARFARE; ARTIFICIAL INTELLIGENCE; NATIONAL SECURITY;
COGNITIVE RESILIENCE; CYBER DEFENSE.
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1. INTRODUCTION

The international environment in the first half of the 2020s has been marked by the
unprecedented proliferation of non-conventional conflicts, particularly in Eastern Europe and
the wider Black Sea region. Russia’s military invasion of Ukraine on 24 February 2022,
launched under the pretext of a ,,special military operation”, became both a catalyst for regional
instability [1] and a paradigmatic case of large-scale hybrid warfare [2]. In parallel, the rapid
development of Al has introduced new dimensions of security threats, ranging from
sophisticated information manipulation to the automation of decision-making processes in
cyber and military domains [3; 4].

As a NATO and EU member state located on the Union’s eastern frontier, Romania
faces multidimensional hybrid challenges: cyberattacks targeting critical infrastructures [5],
disinformation campaigns with geopolitical implications [6], attempts to influence public
opinion and democratic processes [7], and risks arising from the unregulated use of emerging
technologies [8]. Romania’s geostrategic position in the Black Sea region provides it with
heightened strategic importance but also exposes it to asymmetric conflicts and hybrid
operations linked to the war in Ukraine [9].

The central research question is whether Romania is adequately prepared to address
these new architectures of insecurity generated by the intersection of hybrid warfare and Al
advancements. The paper analyzes the implications for national security paradigms,
institutional capacity, and societal resilience, while emphasizing the need for doctrinal,
legislative, and technological adaptation.

The analytical approach will employ an exploratory methodology, combining content
analysis of official strategic documents adopted by state authorities up to the present
(September 2025) with relevant case studies from the Romanian context. The study will draw
on both academic sources and reports issued by European institutions, NATO structures, and
specialized think tanks in the fields of security and technology. Its structure will follow a logical
progression, beginning with the conceptual delineation of hybrid warfare and artificial
intelligence, continuing with their adaptation to the Romanian context, and concluding with
strategic proposals aimed at strengthening national security within a rapidly evolving global
environment.

2. HYBRID WARFARE - GENERAL CONCEPTS AND ADAPTATION TO
THE ROMANIAN CONTEXT

The term hybrid warfare refers to a complex form of conflict that combines
conventional and unconventional, military and non-military, overt and covert means, with the
purpose of destabilizing an adversary state without necessarily escalating into a declared
military confrontation [10, 11]. This type of warfare is marked by strategic complexity,
operational deniability, and the synchronization of multiple non-kinetic tools such as
cyberattacks, disinformation, economic and diplomatic pressure, sabotage, proxy actors, and
identity manipulation [12].

Conceptually, hybrid warfare differs from traditional war through its core objective:
undermining the target state from within by fragmenting social cohesion, discrediting
institutions, and challenging democratic order, rather than occupying territory [13]. In this
logic, the ,,frontline” is no longer a physical line of battle but a complex network that includes
mass media, social networks, state institutions, critical infrastructures, as well as religious or
minority communities [14; 15].
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In Romania, hybrid warfare manifests predominantly in three interconnected areas: the
informational space, the cyber domain, and the socio-political sphere. Nevertheless, Romania’s
national defense strategies to date have not explicitly addressed the risks and vulnerabilities
associated with hybrid warfare, instead adopting general formulations that lack adaptation to
the country’s specific societal context [16].

The informational space represents a preferred target for disinformation and influence
campaigns conducted by hostile actors, particularly those originating from the Russian
Federation. These operations have intensified over the past decade, reaching critical peaks
during electoral periods [17] or in times of crisis such as the COVID-19 pandemic, economic
contraction, the war in Ukraine, or natural disasters [18; 19]. The narratives promoted include
anti-NATO, anti-EU, and anti-vaccination messages, as well as identity-based and
conspiratorial themes, all designed to erode public trust in state institutions. The instruments
employed range from networks of obscure websites and fake social media pages to
ideologically affiliated influencers and even mainstream media outlets prone to political
partisanship.

The cyber dimension of the threat stems from the fact that Romania has been repeatedly
targeted by cyberattacks in recent years, including those against critical infrastructures and
governmental IT systems. The National Cyber Security Directorate (NCSD) emphasizes
Romania’s heightened vulnerability to such attacks, driven by its large number of internet users
combined with insufficient levels of digital protection. The most exposed sectors are healthcare
- managing vast amounts of sensitive data on poorly secured infrastructures - public
administration, where attacks seek to disrupt services and undermine citizens’ trust, and energy,
subjected to constant threats targeting Information Technology (IT)/Operational Technology
(OT) networks with potentially severe national security implications [5]. Overall, Romania is
perceived as having an extensive ,,attack surface”, which necessitates both stronger defense
mechanisms and reinforced international cooperation. These incidents highlight the digital
fragility of public institutions, as the rapid pace of digitalization has not been accompanied by
adequate security measures.

Hybrid influence in the political and social domain is reflected in attempts to
manipulate the political climate and public life, manifesting through the covert support of
radical or anti-system movements, the promotion of nationalist or anti-globalist discourse, and
the exploitation of social, economic, or identity-based tensions [20; 21]. Furthermore, the
dissemination of false information - deliberately amplified by informational ,,boosts”
orchestrated by foreign entities with vested interests - fuels hostility between Romanian
citizens and state officials [22].

In this context, Romania faces not only external threats but also an instrumentalized
form of internal contestation. Hybrid warfare thus emerges as a systemic challenge that
undermines political stability, disrupts institutional functioning, and erodes citizens’ trust in
the democratic order.

3. ARTIFICIAL INTELLIGENCE AS A MULTIPLIER OF INSECURITY

The accelerated development of Al has opened new frontiers not only in the economic
and technological spheres but also in the domain of security. Alongside AI’s transformative
potential in enhancing operational efficiency and data analysis, significant strategic risks have
emerged [23], particularly when such technologies are employed in hostile contexts such as
hybrid conflicts or cyber operations [24]. In this regard, Al functions as a power multiplier,
enabling state and non-state actors to conduct influence campaigns, espionage, and
destabilization efforts on a large scale, at low cost and with a high degree of anonymity.
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One of the most concerning applications of Al in the security realm is the generation of
fabricated content - ranging from video and audio deepfakes to persuasive texts produced by
advanced algorithmic models [25]. These tools are already being used to fabricate statements
attributed to political leaders, simulate protests, or spread panic among populations at critical
moments. Romania has not been spared from such attempts, particularly in the context of the
war in Ukraine, when certain fake social media accounts disseminated carefully crafted content
- which was then automatically redistributed - in order to suggest the imminent danger of our
country’s direct military involvement in the conflict [26].

Another area of risk is predictive intelligence, used to analyze population behaviors,
anticipate social or political movements, and customize influence messages [27]. This type of
Al-driven microtargeting can be exploited to sow distrust, polarization, and identity-based
tensions in societies that are informationally vulnerable.

Romania is not currently a significant actor in the development of Al technologies, but
rather a vulnerable recipient of their effects. The low level of digital and media literacy among
the general population, coupled with insufficient regulation of Al use in the public sphere
compared to other European states [28], creates a favorable context for manipulation
campaigns, influence operations, and efforts to undermine social cohesion. Although Romania
has adopted the National Strategy on Artificial Intelligence (NS-Al) for the period 2024-2027
[29], in the field of national security the country remains in a reactive position, lacking coherent
tools for prevention and response.

Moreover, while other European states have begun implementing the principle of
meaningful human control (Human-in-the-Loop) in the use of Al within the military and
security sectors [30], Romania has not yet adopted concrete institutional measures in this
regard. This gap may generate risks in the context of accelerated digitalization of the national
defense system and Romania’s increasing integration into NATO and EU common
infrastructures.

In response to these challenges, Romania has set the objective of developing a robust
institutional and doctrinal capacity for the use of Al in the security domain. This involves:
drafting a national legislative framework for Al regulation, aligned with European Union
legislation [31; 32] and the National Strategy on Artificial Intelligence (2024-2027);
strengthening international partnerships with NATO and the EU for best practice exchange,
interoperability, and joint responses to emerging threats [33]; and establishing interdisciplinary
centers of excellence that integrate military, cyber, and academic expertise.

Romania is currently at a delicate juncture, where strategic inaction regarding Al could
lead to an accelerated increase in internal vulnerabilities and a diminished capacity for regional
projection.

4. ROMANIA’S SPECIFIC VULNERABILITIES TO EMERGING THREATS

Romania faces a set of structural vulnerabilities that amplify its exposure to the new
forms of insecurity generated by hybrid warfare and Al. These vulnerabilities are systemic in
nature and manifest across the institutional, technological, educational, and societal domains.
In a continuously evolving security environment, Romania’s ability to prevent, detect, and
respond to emerging threats depends directly on its level of internal resilience and strategic
adaptability.

One of the most significant vulnerabilities is the low level of digital and media literacy
among the population. Recent studies place Romania at the bottom of the EU rankings in terms
of understanding the societal impact of digitalization and possessing basic digital skills [8]. At
the same time, Romania faces heightened susceptibility to disinformation, which requires
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coordinated responses from government institutions, academia, civil society, the media, and
private-sector initiatives. These actors play a crucial role in countering toxic narratives,
conspiracy theories, and social polarization - classic instruments in the arsenal of hybrid
warfare [34].

The fragmentation of Romania’s public cyber infrastructure constitutes another major
vulnerability. Despite ongoing efforts to digitalize public administration and enhance cyber
infrastructure, Romania ranks last in the EU in terms of digital public services [35]. The
absence of a centralized risk-monitoring system and standardized response procedures leaves
many public institutions - including hospitals, local authorities, and government agencies -
exposed as soft targets for cyberattacks. In particular, the information systems of local
administrations are frequently exploited by hostile actors, who take advantage of limited
resources and inadequate IT expertise at the local level.

An often-overlooked vulnerability lies in the fragility of social cohesion in the face of
external influence. Vulnerable groups - such as young people without access to quality
education, ethnic minorities, or poorly connected rural communities - are frequently targeted
by manipulation campaigns, designed either to erode trust in state institutions or to fuel cultural
and ethnic antagonisms [36]. Moreover, certain themes - such as sovereigntism, politicized
Orthodoxy, or Euroscepticism - are systematically instrumentalized in the online sphere,
exerting a significant impact on public opinion.

Despite the existence of specialized entities - such as the National Cyber Security
Directorate (NCSD) and the National CYBERINT Center - and the adoption of the National
Strategy for Strategic Communication and Countering Disinformation [37], Romania continues
to suffer from a fragmented institutional response. Moreover, cooperation between the public
sector, academia, and the private sector remains insufficient, lacking a functional platform for
sharing data, analyses, and best practices. Under these circumstances, the effectiveness of
prevention and response measures to hybrid attacks is limited.

5. ROMANIA AS A TESTING GROUND FOR HYBRID OPERATIONS

Romania’s geostrategic position at NATO’s and the EU’s eastern frontier, in close
proximity to conflict-prone areas (Ukraine, Transnistria, the Black Sea), has transformed the
country into a testing ground for hybrid operations conducted by actors hostile to Western
interests. In recent years, Romania has been subjected to a continuous informational and cyber
assault targeting both public opinion and state institutions, orchestrated according to a strategic
pattern aimed at weakening internal cohesion, discrediting Euro-Atlantic orientation, and
undermining confidence in democracy.

Since 2014 - and with greater intensity after 2022 - Romania has been the target of
hostile information campaigns and narratives, disseminated through disinformation and
carried across multiple channels: so-called ,,alternative news” websites, social media platforms,
and local influencers with conspiratorial or anti-Western orientations. The narratives promoted
range from anti-NATO and anti-EU themes to conspiracy theories related to the pandemic, the
war in Ukraine, or the so-called ,,globalist dictatorship.” Some of these messages are conceived
and distributed by networks affiliated with the geopolitical interests of the Russian Federation
[22; 18; 21].

A distinctive feature of hybrid operations conducted in Romania is the exploitation of
religious, historical, and cultural themes, aimed at activating collective emotions and
mobilizing vulnerable segments of the population. Orthodox values, sovereigntism, and the
notion of a ,,besieged nation” are frequently instrumentalized to create divisions among citizens
and to delegitimize the state’s pro-Western orientation [38]. Furthermore, radical conservative
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discourse, promoted in recent years by certain political formations and influence groups, is
often synchronized with messages from Russian propaganda, even though no direct connection
between the sources has been formally established. In this context, Romania is perceived by
hostile actors as fertile ground for digital social engineering, where cultural and historical
divisions can be artificially stimulated for destabilizing purposes.

It is also noteworthy that certain moments of social crisis in Romania have been
artificially amplified in the online environment through networks of fake accounts, bots, and
websites disseminating emotional, unverified, or alarmist content. Examples include the
COVID-19 pandemic crisis in Romania [39], the so-called foreign interference in national
politics [40], and attempts to influence Romanian elections [41]. The strategy sought to
artificially escalate social tensions, with the aim of either triggering mass mobilization against
the state or provoking a disproportionate institutional response that could subsequently be
exploited for propaganda purposes.

6. NATIONAL LEGAL AND INSTITUTIONAL FRAMEWORK

Romania’s response to the new security challenges posed by hybrid warfare and
emerging technologies is articulated through a set of strategic documents, normative acts, and
specialized institutional structures.

The primary normative reference is the National Defense Strategy of Romania for 2020-
2024, which explicitly acknowledges hybrid, cyber, and technological threats as integral
components of the new insecurity paradigm [42]. Nevertheless, the strategy provides more of
a declarative vision than a coherent operational plan, lacking measurable performance
indicators and a clear delineation of inter-institutional responsibilities.

In addition, the Cybersecurity Strategy of Romania (2022-2027) represents an
important step forward in the field of digital protection. However, it insufficiently addresses
the dimension of artificial intelligence or the challenges of information manipulation [43].

Moreover, the National Strategy on Artificial Intelligence (NS-AI) for 2024-2027
positions artificial intelligence as a driver of economic development and social progress. Its
major objectives include: education and skills development, infrastructure and datasets,
strengthening research and innovation, technology transfer, societal adoption of Al, and
appropriate governance [29]. Furthermore, the strategy underscores the role of standardization
through the involvement of the Romanian National Standardization Body (SR EN ISO/IEC
23053), in order to ensure the compatibility and competitiveness of solutions at both the
European and international levels [44].

Last but not least, Government Emergency Ordinance no. 155/2024 [45] transposes the
NIS 2 Directive [46] into Romanian legislation and establishes a unified framework for
strengthening cybersecurity at the national level. The normative act expands the range of
entities required to adopt protective measures and introduces strict requirements for incident
reporting and auditing. Through its firm sanctions and imposed responsibilities, the ordinance
fosters investment in digital resilience and aligns Romania with European standards, generating
an impact both on state-entity relations and on contractual arrangements and civil liability.

From an institutional perspective, Romania has several entities tasked with managing
hybrid threats:

The National Cyber Security Directorate (NCSD), created through the reorganization
of the National Computer Security Incident Response Team (CERT-RO), has as its primary
mission the protection of national cyber infrastructures and the coordination of cybersecurity
measures at the national level [47].
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While the institution does not hold direct responsibilities regarding the regulation of
media content, it plays a significant role in the prevention, identification, and counteraction of
disinformation campaigns carried out in the online environment, insofar as these intersect with
cybersecurity and the protection of critical digital infrastructures. NCSD’s activity focuses on
detecting and reporting coordinated information manipulation campaigns in the digital sphere,
working in cooperation with communication service providers, private stakeholders, as well as
international organizations such as the EU and NATO. In addition, the institution fulfills an
important role in public education and awareness-raising, promoting information campaigns
aimed at strengthening the resilience of citizens and organizations against online manipulation
attempts. In this respect, NCSD positions itself as an institutional actor with indirect
responsibilities in the fight against disinformation, primarily through the cybersecurity lens,
while complementing the mandates of other institutions engaged in strategic communication
and national security [5; 47].

The Romanian Intelligence Service (SRI), through its National CYBERINT Center, acts
as the national authority in the field of cybersecurity, with extensive responsibilities for the
prevention, identification, and counteraction of cyber threats to national security. Within this
framework, disinformation is addressed as a component of information warfare and hybrid
campaigns, insofar as it unfolds through digital channels and undermines the security of critical
infrastructures or the resilience of state institutions [48]. Pursuant to its legal mandate, the
CYBERINT Center is tasked with monitoring cyberspace, detecting coordinated influence
campaigns, and analyzing how such operations may be exploited by state or non-state actors to
weaken national security. The center also contributes to informing decision-makers and
supporting public policies on information security by providing strategic reports and
assessments.

In addition, CYBERINT plays an active role in international cooperation formats within
NATO and the EU, where disinformation is recognized as a transnational threat with significant
implications for democratic stability and decision-making processes [48]. Consequently, its
role is predominantly technical and analytical, embedded within the broader national security
mechanisms and complementary to other institutions responsible for strategic communication
and the regulation of the public sphere.

The Ministry of National Defense (MoND) holds specific competences within the
broader framework of national security concerning the countering of disinformation, being
responsible for ensuring the resilience of the military environment and protecting operational
structures against information manipulation. In recent strategic planning documents, such as
the White Paper on Defense 2021-2024 [49] and the National Defense Strategy of Romania
2020-2024 [42], disinformation is addressed as part of the broader spectrum of hybrid threats
and information warfare, with a direct impact on both national and collective security within
NATO and the EU.

At the operational level, the MoND relies on specialized structures in strategic
communication, psychological operations, and public relations, tasked with identifying,
analyzing, and countering hostile narratives in the military domain. Furthermore, the ministry
participates in allied initiatives and exercises in the field, contributing to the development of
information defense capabilities. In this regard, the role of the MoND is predominantly
defensive and operational, focused on securing the military environment and strengthening
institutional resilience.

The Ministry of Internal Affairs (MolA) holds indirect competences in the field of
countering disinformation, derived from its fundamental role as guarantor of public order,
citizens’ safety, and the state’s internal security [50; 51]. Disinformation is primarily addressed
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by the MolA as a threat to social stability and public security, particularly when hostile
information campaigns aim to destabilize communities, generate panic, or undermine trust in
state institutions.

At the operational level, MolA structures - most notably the Romanian Police, the
Gendarmerie, and the Department for Emergency Situations - act through monitoring and
managing the effects of disinformation in the public sphere, in close cooperation with the
Romanian Intelligence Service and other competent institutions. In addition, the MolA is
engaged in prevention and public awareness campaigns designed to mitigate the impact of
manipulative messages on the population, especially in times of crisis (e.g., pandemics, natural
disasters, terrorist threats).

Thus, although it does not exercise direct authority over media content regulation, the
MolA plays a key role in managing the social consequences of disinformation and
strengthening community resilience, thereby contributing to a coordinated state response to this
type of threat.

The National Audiovisual Council (CNA), as the sole regulatory authority for the
audiovisual sector in Romania, holds significant responsibilities in preventing and sanctioning
disinformation in the public sphere. Under Law No. 504/2002 on Audiovisual Broadcasting,
the CNA is tasked with ensuring a balanced informational environment and safeguarding the
public’s right to accurate information [52]. Within this framework, disinformation is regarded
as a violation of the public interest, through the dissemination of false, manipulative, or
unverified content.

In practice, the CNA’s competences are exercised through the monitoring of
audiovisual content and the imposition of sanctions in cases of breaches of legal provisions on
accurate reporting. The Audiovisual Content Regulation Code further details the professional
standards that explicitly prohibit the broadcasting of false or biased news [53].

Although the CNA does not hold authority over the regulation of online platforms or
social networks, its role remains essential in curbing the spread of disinformation through
audiovisual channels (radio and television), thereby contributing to the resilience of the media
space and the protection of the public interest.

The National Authority for Management and Regulation in Communications (ANCOM)
plays a significant role in countering disinformation, not as an institution that censors or
controls online content, but rather as a regulatory actor facilitating a secure framework for
electronic communications. On the one hand, ANCOM supports the development of a resilient
digital ecosystem by regulating communication networks and services, which includes
ensuring transparency of internet providers, guaranteeing non-discriminatory access to
information, and protecting users against abuses such as false or manipulative content
disseminated through digital platforms. On the other hand, the institution is responsible for
implementing both European and national legislation on digital services, working in
cooperation with other authorities to oversee online platforms and counter disinformation
campaigns. Thus, ANCOM’s role is not to assess the veracity of information, but to ensure a
transparent, secure, and properly regulated electronic communication framework in which
public and private actors operate, thereby indirectly contributing to limiting the impact of
disinformation and strengthening trust in the digital space [54].

The National Agency for Romania’s Digitalization plays a complementary role in
strengthening the country’s resilience to hybrid threats and disinformation, contributing to the
development of secure digital infrastructures, the implementation of European digital
transformation policies, and the provision of technological foundations for a protected
information space. Within its structure operate the Intermediate Body for the Promotion of the
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Information Society (OIPSI) and the National Cyber Coordination Center (NCC-RO), both
tasked with monitoring, analysis, and coordinating responses to cyber incidents, including
online information manipulation campaigns [55].

In light of the foregoing, we contend that a major obstacle to the effective management
of risks and threats posed by emerging challenges lies in the absence of coherent legislation on
hybrid warfare and the use of Al in the security domain. At present, Romania lacks a dedicated
law defining and sanctioning acts of information warfare, foreign interference in democratic
life, or the use of Al in sensitive operations. In the absence of such a normative framework,
institutions remain confined to traditional instruments, which often prove inadequate when
confronted with these new types of threats.

Moreover, Romania has not yet fully transposed the provisions of European legislation
on Al, despite ongoing efforts to adopt a national strategy in the field [32]. This delay has
generated setbacks in the ethical and operational standardization of artificial intelligence -
based technologies.

Against the backdrop of a rapidly evolving security environment, the imperative of
institutional and doctrinal reform becomes evident. In this context, we consider it necessary for
Romanian authorities to adopt the following measures: a national strategy for countering hybrid
threats, integrating informational, cyber, psychological, and social components; an updated
legislative framework on the use of Al in security and defense, aligned with NATO and EU
standards; the institutionalization of a national inter-institutional platform to coordinate
responses to hybrid operations; and the development of a national system for rapid alert and
response to information manipulation, in cooperation with digital platforms and civil society.

7. ROMANIA’S ROLE IN NATO AND THE EU IN THE CONTEXT OF
EMERGING THREATS

Romania’s membership in NATO and the EU constitutes the main pillar of strategic
stability and security in the face of hybrid threats and new technological challenges.
Nevertheless, despite its active participation within Euro-Atlantic structures, Romania remains
largely a security consumer rather than a regional provider of expertise and initiative in
emerging domains such as artificial intelligence and information warfare [56].

Participation in NATO exercises and initiatives. Romania has been actively involved
in international cyber defense and hybrid attack response exercises, such as Locked Shields,
organized by NATO’s Cooperative Cyber Defence Centre of Excellence (CCDCOE). The aim
of this exercise is to provide a practical training platform for member nations and to assist them
in developing their capabilities to counter cyber threats [57]. At the same time, national security
structures cooperate within NATO with the Joint Intelligence and Security Division at NATO
Headquarters, which enhances situational awareness and the analysis of information
concerning hybrid threats, particularly in the Black Sea region [58]. Romania also participates
in the Hybrid Warfare Centre of Excellence, whose mission is to strengthen the security of
participating states by providing expertise and training for countering hybrid threats, as well as
by fostering EU-NATO cooperation in this regard [59].

Despite these engagements, Romania’s doctrinal and technological integration within
NATO remains relatively modest. The absence of a clear and coherent legislative framework
on Al in the field of defense reduces the country’s capacity to actively contribute to shaping
the Alliance’s policies in this domain.

Engagement in European Union Security Policies. At the European level, Romania
participates in mechanisms such as the EU Cyber Diplomacy Toolbox - which contributes to
conflict prevention, mitigation of cybersecurity threats, and the strengthening of stability in
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international relations [60]; the StratCom Task Forces - operating under the European External
Action Service, focused on ,,effective communication” and the promotion of EU activities in
Eastern Europe in response to disinformation campaigns conducted by hostile entities [61]; and
Permanent Structured Cooperation (PESCO) projects - which provide the necessary
framework for deepening defense cooperation, delivering the capabilities required to enhance
EU citizens’ security, including in the fields of cybersecurity and counter-disinformation [62].

Romania also supports, both declaratively and operationally, initiatives such as the EU
Artificial Intelligence Act - legislation classifying Al applications into three categories of risk
(applications and systems that create an unacceptable risk, high-risk applications, and
applications not explicitly prohibited or listed as high risk) [31]; and the Digital Services Act -
the EU regulation on digital services, which addresses illegal content, transparent advertising,
and the fight against disinformation [63].

In addition, Romania contributes to the EU Defence Fund by participating in research,
innovation, and industrial cooperation projects aimed at modernizing the national defense
industry and integrating it into European value chains. This engagement supports
interoperability, the development of advanced technologies, and the strengthening of European
security, reflecting both EU solidarity and Romania’s national strategic interests [64].

Equally important, Romania is an active participant in Horizon Europe, the EU’s
flagship funding program for research and innovation in areas critical for adapting to new
technological paradigms [65].

The tense regional context, exacerbated by the war in Ukraine and instability in the
Black Sea region, has significantly increased Romania’s strategic relevance for NATO’s
eastern flank and for the EU’s energy and logistical security. The Port of Constanta, the military
bases at Mihail Kogélniceanu and Cincu, as well as dual-use civil-military infrastructure, have
become key assets supporting NATO’s regional efforts. However, this geographic relevance is
not yet matched by autonomous strategic capacity. Romania lacks consolidated expertise in
analyzing and countering information warfare, nor does it possess a comprehensive legal
framework for cognitive defense. Furthermore, its position within European decision-making
bodies is often passive, with participation that is reactive to initiatives launched by other actors
(Germany, France, Poland).

To harness its potential within NATO and the EU and to develop genuine strategic
capacity, Romania must adopt a more proactive profile in the following directions: establishing
a national structure dedicated to international cooperation on Al and hybrid security;
strengthening technological diplomacy through digital and security attachés in Brussels and
other key NATO capitals; developing a domestic legislative framework harmonized with the
EU Artificial Intelligence Act and NATO policies on the responsible use of Al; and creating
regional centers of excellence in information and cyber defense, in partnership with other states
on the eastern flank. In this way, Romania can consolidate its status as an active generator of
security at the regional level.

8. THE IMPACT OF THE WAR IN UKRAINE ON ROMANIA’S SECURITY
ARCHITECTURE

The war launched by the Russian Federation against Ukraine on 24 February 2022 has
triggered a rapid reconfiguration of security paradigms in Eastern Europe, with direct
consequences for Romania’s security architecture. As a state located on NATO’s and the EU’s
eastern flank, Romania has become a key hub in logistical, intelligence, and collective defense
chains, while simultaneously representing a potential indirect target of hybrid operations
carried out by the Russian Federation in the region [66].
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Romania’s geographical proximity to the theater of operations in southern Ukraine
(particularly the Odesa region) has exposed the country to collateral effects of the conflict,
including kinetic-type incidents. Clear examples include the repeated fall of fragments from
Russian drones on Romanian territory in the Danube Delta area (Tulcea County), officially
confirmed by the Ministry of National Defense and NATO, and widely reported in the
Romanian media. Although isolated, such incidents have raised concerns about the unintended
spillover of the conflict and the testing of NATO’s thresholds of response. In this context,
Romania has regulated the legal framework concerning the control of its national airspace [67]
as well as the conduct, in peacetime, of military missions and operations on Romanian territory
[68].

In parallel, Romania has also faced an intensification of hybrid operations: cyberattacks
targeting government critical infrastructure [43], disinformation campaigns regarding the
country’s military involvement [26], and the polarization of public discourse surrounding
support for Ukraine [69].

On the other hand, the war in Ukraine has placed significant strain on Romania’s critical
infrastructures, particularly in the areas of transport, energy, and communications. The Port of
Constanta, the railway network, and border crossing points have been heavily utilized for the
transit of grain, fuel, equipment, and humanitarian aid to and from Ukraine. This pressure has
exposed major vulnerabilities in the national logistics infrastructure, while also underscoring
the need to strengthen crisis-response capacities in the context of protracted emergencies.

At the same time, the heightened risk of sabotage and espionage targeting critical
infrastructure has prompted a review of security measures in the energy sector, especially in
Dobrogea and the Black Sea coastal region. In this regard, the Romania’s Energy Strategy
2025-2035, with a 2050 Outlook, was shaped in the aftermath of the outbreak of the war in
Ukraine. The document emphasizes the imperative of ensuring energy security, diversifying
supply sources, promoting renewables, expanding energy storage, and enhancing energy
efficiency [70]. Similarly, the Strategic Institutional Plan of the Ministry of Energy 2024-2027
identifies the effects of the war in Ukraine on the energy sector and highlights the need for a
stimulating legislative framework aimed at accelerating investments in renewable energy
production and strengthening Romania’s energy security [71].

In response to the new security context, Romania has accelerated the modernization of
its military capabilities and deepened cooperation with strategic partners. Announced measures
include participation in the implementation of the IRIS-T air defense system [72], the
expansion of military bases at Mihail Kogélniceanu and Cincu, the reinforcement of NATO
contingents stationed in Romania [73], and an increase in the defense budget to over 2.5% of
GDP starting in 2023 [74].

Doctrinally, however, Romania remains behind in integrating hybrid, informational,
and Al dimensions into its national security strategy. The war in Ukraine has demonstrated that
success on the battlefield is closely linked to superiority in the information domain, and
Romania must learn from these lessons to consolidate its own capabilities.

The conflict in Ukraine has also highlighted social and cognitive divisions within
Romania, between groups supportive of Ukraine and segments influenced by Russian
propaganda, Euroscepticism, or conspiracy theories. In this context, cognitive security has
emerged as a critical component of the national security architecture. The absence of a
sustained strategic communication campaign and media education initiatives leaves these
divisions vulnerable to exploitation by hostile actors.
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9. THE CYBER DIMENSION OF NATIONAL INSECURITY

In the digital era, cyberspace has become a strategic conflict zone in its own right, and
national security can no longer be conceived without the adequate protection of IT networks,
sensitive data, and critical infrastructures. For Romania, exposure to cyber threats is steadily
increasing, as the accelerated digitalization of public services and institutions has not been
matched by a proportional strengthening of defense capabilities and the training of specialized
personnel.

In recent years, Romania has been the target of several large-scale cyberattacks, some
of which have directly affected the functioning of public institutions or public trust. Among
the most notable incidents are: ransomware attacks against several hospitals in Romania [75]
and the Chamber of Deputies [5]; DDoS attacks claimed by the pro-Russian group Killnet,
targeting the websites of the Government, the Ministry of National Defense, the Ministry of
Foreign Affairs, and other institutions in 2022, in the context of Romania’s support for Ukraine
[76]; as well as phishing campaigns and data exfiltration operations attributed to the group
Scattered Spider, which compromised IT networks of hospitals and local municipalities,
revealing widespread vulnerabilities at the territorial level [77].

These attacks demonstrate not only the existence of hostile capabilities aimed at
destabilizing Romania but also the absence of uniformly protected cyber infrastructures,
particularly within the public sector.

Romania faces several structural challenges in the cyber domain: a shortage of qualified
IT security personnel, especially within non-military institutions; fragmentation of IT systems
between central and local authorities; dependence on outdated or unsecured software solutions;
and the absence of regular IT infrastructure audits across many institutions.

Moreover, the culture of cybersecurity remains underdeveloped at the institutional
level. Many entities lack clear incident-response procedures, while inter-agency
communication is often delayed or ineffective. In this context, the development of
comprehensive educational programs and the integration of cyber diplomacy concepts into
university-level curricula on cybersecurity are strongly recommended [78].

We note that Romania has made significant progress in developing a dedicated
normative framework for cybersecurity. The National Cybersecurity Strategy 2022-2027 [43]
and Law No. 58/2023 on Romania’s Cybersecurity [79] provide an updated framework for
action. Nevertheless, the implementation of strategic provisions remains slow, while the
absence of an integrated digital security culture continues to pose a major obstacle.

At the international level, Romania is an active participant in global cyber defense
efforts, being a member of NATO’s Cooperative Cyber Defence Centre of Excellence
(CCDCOE), whose mission is ,to support NATO and member nations with unique
interdisciplinary expertise in cyber defense research, training, and exercises” [80]. Romania
also takes part in international exercises such as Cyber Europe - large-scale, cross-border cyber
crisis management simulations [81] - and Locked Shields, which ,,allow cybersecurity experts
to enhance their skills in defending national IT systems and critical infrastructures against real-
time attacks” [82]. In addition, the National Cyber Security Directorate (NCSD) cooperates
with ENISA (the European Union Agency for Cybersecurity) and with national Computer
Security Incident Response Teams (CSIRTs) across other EU states [5; 45].

However, in order to face the new generation of threats - including Al-driven automated
attacks, disinformation operations integrated into cyber actions, and digitalized critical
infrastructures - Romania must: consistently invest in the training of cybersecurity experts;
support the creation of a public—private innovation ecosystem in cyber defense; and develop
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an integrated strategy for cognitive-digital defense, one that brings together IT, Al, and psycho-
informational components.

10. SOCIETAL RESILIENCE AND COGNITIVE SECURITY

Within the contemporary architecture of insecurity, cognitive security has emerged as
a fundamental component. It refers to a society’s ability to safeguard its processes of thinking,
decision-making, and perception against external or internal manipulation, hostile influence,
and information attacks [83]. In parallel, societal resilience entails the collective capacity of a
population to withstand crises, propaganda, polarization, and attempts at destabilization. For
Romania, these dimensions are becoming increasingly relevant amid the proliferation of
information warfare and the deepening of social fragmentation.

Romania is currently facing significant cognitive vulnerabilities, as it records a low
level of media and digital literacy - a fact confirmed by reports from European institutions [84].
Many segments of the population - particularly those in rural areas, the elderly, and individuals
with limited education - lack the cognitive tools necessary to distinguish between verified
information and manipulative content. At the same time, a significant portion of the public
shapes its political and social views based on informal sources (social media groups, YouTube,
unverified blogs), without the filter of critical thinking [18].

This situation creates fertile ground for hostile propaganda, fake news, conspiracy
theories, and anti-Western narratives. The existence of an ,,alternative information bubble” is
an increasingly tangible reality, with direct consequences for electoral choices, trust in state
institutions, and national cohesion.

One of the consequences of this reality is the instrumentalization of fear, religion, and
identity by hostile actors targeting Romania - particularly in the online sphere - who exploit
emotional and symbolic themes to influence public perceptions. The predominant narratives
used include: fear of war and the notion of Romania being ,,sacrificed” by NATO [85]; the
defense of traditional values against the EU’s so-called ,,progressive dictatorship” [86]; and the
idealization of a lost sovereignty, coupled with distrust in external partners [87]. These
messages are disseminated in a coordinated manner by seemingly independent pages and
influencers, yet their rhetoric is strikingly synchronized. Their impact is twofold: undermining
democratic consensus and fueling heightened social polarization, especially during electoral
campaigns.

The absence of a national cognitive security strategy - despite the official
acknowledgment of disinformation and mass manipulation as critical challenges - hampers
institutional efforts to counter hostile propaganda, which are carried out in a fragmented,
reactive manner, often with limited resources. These efforts are further constrained by the lack
of a central authority to coherently coordinate public policies on media literacy, strategic
communication, and responses to information attacks. Moreover, the education system does
not systematically incorporate courses on critical thinking, source evaluation, or the responsible
use of digital networks. Such initiatives remain isolated, typically undertaken by NGOs or
academic institutes, without consistent institutional support.

We contend that in order to strengthen societal resilience and cognitive security,
Romania must adopt a coherent approach that includes: the creation of a national strategy for
media literacy and cognitive protection, coordinated across institutions; the integration of
critical thinking into school curricula starting from lower secondary education; the
development of proactive strategic communication campaigns to explain public policies and
counter disinformation; public—private partnerships with social media and broadcasting
platforms to detect and limit manipulative content; and the support of academic research on
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digital propaganda and the psychosocial impact of disinformation. Without strengthening this
dimension, national security will remain vulnerable to threats that require no military force -
only control over public perception.

11. ETHICAL AND REGULATORY CHALLENGES OF AI IN ROMANIA

Artificial intelligence (AI) is among the most disruptive technologies of the 21st
century, with immense potential in the field of security but also with significant ethical and
regulatory risks. As a member state of both the EU and NATO, Romania is obliged to comply
with an emerging set of international norms governing the responsible use of Al. Nevertheless,
at the national level, the regulatory framework and public debate on the implications of Al for
security remain at an early and fragmented stage.

Romania currently lacks a dedicated Al law - despite the adoption of the National
Artificial Intelligence Strategy 2024-2027 - and the use of such technologies is regulated only
indirectly, through general legislation on data protection, public procurement, or cybersecurity.
This legislative gap creates uncertainty regarding legal liability in cases where decisions are
made by automated systems, ethical standards for the use of Al in national security, justice, or
public order, and the limits of algorithmic surveillance in relation to fundamental rights [88;
89; 90]. In addition, Romania lags behind in implementing the requirements of the EU Artificial
Intelligence Act, which introduces a risk-based classification and strict regulations for Al in
sensitive domains, including defense.

A key principle promoted at the international level is that of meaningful human control
over Al-based systems, particularly those employed in military contexts [91]. While Romania
has endorsed this principle within NATO, it has not yet formulated clear regulations for its
concrete application in military operations or procurement. This gap becomes increasingly
dangerous given the growing use of Al in surveillance systems based on facial recognition,
automated decision-making for threat prioritization, and autonomous platforms. The absence
of clarity regarding legal responsibility in the event of algorithmic error in an operational
context generates major ethical and strategic risks.

One of the most sensitive issues is the balance between security and the protection of
citizens’ rights, particularly the right to privacy, freedom of expression, and the protection of
personal data. There is a risk that Al tools deployed for legitimate defense or preventive
purposes (e.g., combating radicalization, detecting abnormal behaviors) could be diverted
toward excessive surveillance or abusive profiling. In the absence of democratic control
mechanisms - such as independent oversight authorities, ethical audits of algorithms, and
transparency of code and training data - Al may come to be perceived not as an instrument of
protection, but rather as a source of intrusion into private life, a risk against which preventive
measures have already been adopted at the European and international levels [90; 92; 93].

To mitigate these risks and harness the technological potential, Romania needs an
ethical and institutional architecture for Al that, beyond the National Artificial Intelligence
Strategy 2024—-2027, should include: the establishment of a National Committee on Al Ethics
with advisory and supervisory functions; the integration of Al into the training curricula of
military, judicial, and administrative personnel; and partnerships with academic centers and
think tanks to assess the social and political impact of Al. Only through a clear, transparent,
and participatory regulatory framework will Romania be able to employ Al responsibly and
effectively, while avoiding a slide toward authoritarian or abusive practices.
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12. CONCLUSIONS AND RECOMMENDATIONS

The accelerated transformations of the international and regional security environment
- driven by the rise of disruptive technologies and the intensification of hybrid operations -
require a profound rethinking of national defense and resilience paradigms. For Romania, its
proximity to the Ukrainian conflict zone, its geostrategic position in the Black Sea region, and
its status as a NATO and EU member amplify both its responsibilities and vulnerabilities.

The analysis conducted in this paper highlights a series of strategic, institutional, and
doctrinal shortcomings, including: the absence of an integrated strategy for countering hybrid
threats; the population’s low level of digital and media literacy; the lack of a legislative
framework on the responsible use of artificial intelligence in the security domain; and a
fragmented, reactive institutional response to non-conventional threats.

The study relies primarily on sources (strategic documents, institutional reports,
academic studies), which may reflect a perspective partially dependent on the official
framework. Limited access to classified data constrains the possibility of fully assessing
internal response mechanisms. Moreover, the exploratory nature of the research means that its
findings are indicative -intended to outline strategic directions rather than provide definitive
solutions.

Given that Romania has real opportunities to strengthen its security - through anchoring
in Euro-Atlantic structures, through its assumed strategic role in the region, and through access
to funding and partnerships for technological innovation and institutional reform - we argue
that effectively addressing the new vectors of insecurity requires a qualitative leap in strategic
thinking, translated into a set of concrete measures:

v' Drafting a National Strategy on Hybrid Warfare and Cognitive Security as a distinct
strategic document, complementary to the National Defense Strategy, integrating
informational, cyber, social, and psychological dimensions, along with coordination
mechanisms among security, education, culture, technology, and media institutions.

v Adopting a national legislative framework on Al in security, complementary to the
National Artificial Intelligence Strategy 2024-2027, by transposing and adapting the
provisions of the EU Artificial Intelligence Act and introducing the principle of meaningful
human control into military doctrine, in order to clarify legal responsibility for automated
decisions.

v' Establishing an Interinstitutional Committee on Information and Digital Security, as a
permanent platform for cooperation among the MoND, the SRI, the DNSC, the NGOs, and
academia, for continuous monitoring of the information space and social networks, and for
coordinating rapid responses to hostile campaigns.

v Investing in education for cognitive resilience, through: integrating critical thinking and
media literacy into school curricula; developing national training programs for civil servants,
teachers, and journalists; and conducting proactive strategic communication campaigns
supported by state institutions.

v’ Strengthening cyber defense capabilities through: expanding cooperation with NATO
and ENISA; establishing a national fund for innovation in cybersecurity; and conducting
regular audits of critical digital infrastructures and public applications.

Romania stands at a turning point: it can either continue to manage insecurity through
fragmented, reactive instruments, or it can become an active, forward-looking, and innovative
actor within the Euro-Atlantic security architecture. The choice between vulnerability and
resilience is not an abstract one; it is reflected in legislation, education, technology, institutions,
and ultimately in the trust that citizens place in the Romanian state. Confronted with a war
waged not only with conventional weapons but also with data, perceptions, and algorithms,
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Romania must adopt a form of security that is smart, ethical, and democratic - adapted to the
realities of the 21st century.
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