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Abstract

The study analyzes the role of intelligence in the protection and resilience of critical infrastructure within a
dynamic security environment characterized by technological interdependencies, accelerated digitalization, and
multidimensional threats. A qualitative, theoretical-analytical, and interdisciplinary approach was adopted, with
the main objective of constructing an integrated conceptual framework that highlights the contribution of
intelligence - across its operational, tactical, and strategic analytical dimensions - to the transition from a reactive
security model to one of anticipatory resilience. The research demonstrates that the coherent integration of
intelligence processes and products into infrastructural risk governance enhances the capacity to anticipate, detect,
and prevent incidents with systemic potential, providing decision-making and operational support under
conditions of heightened uncertainty. Furthermore, the study underscores the need to optimize the intelligence
cycle, leverage emerging technologies, develop human capital, and standardize information dissemination. The
general conclusion is that intelligence must be conceived as a central pillar of infrastructural resilience - not merely
as an informational support tool - in order to ensure the continuity of the essential functions of the state and
society.

Keywords: Critical infrastructure; intelligence, protection; resilience; security



oy,

@ Research and Science
",“ T@ DAY OPEN ACCESS @ @ @

BY NC

N - www.rstjournal.com

1. INTRODUCTION

1.1. Context and relevance of the research topic

Over the past two decades, critical infrastructures have become central to discussions
concerning national security and societal resilience, against the backdrop of increasing
technical, logistical, and organizational interdependencies, accelerated digitalization, and the
convergence between Information Technology (IT) and Operational Technology (OT) systems
[1-2]. Infrastructures in the fields of energy, transport, communications, healthcare, finance,
and food supply can no longer be examined merely as collections of physical assets, but rather
as complex socio-technical systems, deeply interconnected, whose disruption may generate
domino effects with systemic impact on the functioning of the state and society [3—6].

In parallel, the security environment is marked by a proliferation of threats - from
sophisticated cyberattacks (ransomware, the compromise of Industrial Control Systems
(ICS)/Supervisory Control and Data Acquisition (SCADA), attacks on digital supply chains)
to hybrid threats, terrorism, sabotage, and natural disasters - alongside the emergence of new
technological risks associated with the Internet of Things (IoT), 5G/6G networks, Artificial
Intelligence (Al), or digital twins [7—14]. All these dynamics transform the protection of critical
infrastructures into a continuous, adaptive, and anticipatory process that surpasses the
traditional logic of reactive security.

In this context, intelligence - understood as informational product, operational process,
and specialized agency - emerges as an essential strategic capability. Through the collection,
analysis, and dissemination of relevant and actionable information concerning threats,
vulnerabilities, actors, and evolving patterns, intelligence can support the transition from a
model focused on physical and cyber protection to one grounded in resilience and integrated
risk governance [15-20].

The research topic therefore lies at the intersection of security studies, Intelligence
studies, and the literature on critical infrastructure governance, holding both theoretical
relevance (by clarifying the conceptual framework) and practical relevance (for public policy
and for operators of essential infrastructure).

)\

1.2. Purpose, hypotheses, and research objectives

The purpose of this study is to analyze how intelligence can contribute to the protection
and resilience of critical infrastructures within the context of threats and vulnerabilities specific
to contemporary security.

Building on this direction, the main research question is: How can intelligence support
the strengthening of critical infrastructure protection and resilience through its coherent
integration into the processes of assessment, prevention, and response to current threats?

In accordance with this question, the research pursues the following main objectives:

O1. Clarifying the conceptual and theoretical framework regarding critical infrastructures,
resilience, and intelligence.

O2. Identifying the relevant types of intelligence and their roles in the risk management
process.

O3. Analyzing the main threats and vulnerabilities targeting critical infrastructures in the
current security environment.

04. Assessing how intelligence can support early warning, risk assessment, decision-making,
and operational response.

O5. Formulating an integrated analytical framework for the use of intelligence in the
protection of critical infrastructures.
To guide the analysis, the following research hypotheses are formulated:
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H1. The enhanced valorization of intelligence facilitates the transition from reactive
protection to anticipatory resilience.

H2. Major vulnerabilities of critical infrastructures can be significantly reduced through
robust intelligence capabilities oriented toward early warning and integrated risk
assessment.

H3. A governance framework that prioritizes intelligence increases the capacity to anticipate
and manage emerging threats.

H4. Inter-institutional cooperation and standardized mechanisms for information sharing are
essential conditions for the resilience of critical infrastructures.

I\

1.3. Research methodology and structure of the study

a.) Type of research and methodological approach. The research is predominantly
qualitative, theoretical-analytical, and exploratory, focusing on the clarification of concepts,
the systematization of the specialized literature, and the formulation of an integrated analytical
framework. It does not constitute empirical research in the strict sense (i.e., involving the
collection of primary data), but rather an in-depth analysis of relevant sources.

The approach is interdisciplinary, positioned at the intersection of security studies,
Intelligence studies, and public policy concerning the protection of critical infrastructures.

b.) Methods used. The research employs primarily the following methods:

Documentary and content analysis of the relevant normative and strategic framework
(European directives and strategies, national security documents, OECD, ENISA, UN, CISA
reports etc.), with the aim of capturing conceptual and institutional developments in the
protection and resilience of critical infrastructures.

Conceptual and theoretical analysis of the academic literature on critical infrastructures,
resilience, and intelligence, in order to clarify concepts, typologies, and the relationships
between them.

Analytical synthesis for the formulation of an integrated framework for understanding
the role of intelligence in the protection of critical infrastructures, correlating intelligence levels
of analysis, the diversity of threats and vulnerabilities, and governance functions.

¢.) Research delimitations. The research focuses on: critical infrastructures in a broad
sense, with emphasis on their cyber dimension; the role of intelligence in their protection,
without developing in detail the technical-operational specificities of each sector (energy,
health, transport etc.), but treating them at the level of general principles and mechanisms; the
European and Euro-Atlantic framework, insofar as the literature provides relevant examples
for conceptual analysis.

2. CONCEPTUAL AND THEORETICAL BENCHMARKS REGARDING THE
PROTECTION OF CRITICAL INFRASTRUCTURE THROUGH INTELLIGENCE

2.1. The concept of critical infrastructure

The term critical infrastructure refers to the set of systems, installations, networks, and
services whose serious disruption would affect essential functions of society, the economy,
public health, public order, or national security. At the level of the European Union (EU),
Directive (EU) 2022/2557 on the resilience of critical entities (CER) specifies that critical
entities are those providers of essential services - from energy and transport to drinking water,
healthcare, or digital infrastructures - whose inability to operate would have significant
consequences for the state and the population [1].

In the United States of America, critical infrastructures are defined as “assets, systems,
and networks that provide functions necessary for (...) our way of life,” structured into 16
sectors (energy, transport, communications, water, health, financial sector, chemical, food,
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etc.) [21]. Similar approaches are adopted by private actors in the cybersecurity domain: IBM,
for example, emphasizes that critical infrastructures include both physical systems (power
grids, bridges, transport networks) and digital and industrial systems (IT/OT networks,
SCADA systems, data centers), interconnected within a complex socio-technical ecosystem
[22].

At the conceptual level, there is a notable shift from an approach centered on protection
(Critical Infrastructure Protection) to one focused on resilience (Critical Infrastructure
Resilience). The OECD report Good Governance for Critical Infrastructure Resilience (2019)
proposes a governance model in which protection is no longer merely an exercise in
fortification and security, but a broader process aimed at identifying essential functions,
managing interdependencies, planning business continuity, and enabling rapid recovery to an
acceptable level of functioning [2].

Recent studies on national-level cyber resilience extend this perspective, arguing that
cyberspace has become a critical infrastructure of exceptional importance, since nearly all vital
sectors depend on digital networks and systems, transforming cyber risks into systemic societal
risks [23].

Furthermore, academic literature approaches the holistic evaluation of critical
infrastructure resilience, conceptualizing resilience as a process composed of capacities for
preparedness, shock absorption, adaptation, and restoration [3—4].

Thus, we may conclude that critical infrastructure is not merely a set of physical assets,
but a socio-technical system with multiple layers (technological, organizational, legislative,
societal), whose protection requires the integration of intelligence into all phases of the risk
management cycle.

)\

2.2. The concept of Intelligence in security studies

Within the literature specific to Intelligence studies, there is no consensus regarding a
single, universally accepted definition of the term intelligence. Most definitions reduce
intelligence to information - knowledge about the surrounding world, clarification regarding
an issue of novelty - while emphasizing, however, that for practitioners and decision-makers,
“mere information is not intelligence,” as it must acquire a particular quality or value in order
to become intelligence [15].

A quantitative—qualitative analysis of a set of academic and institutional definitions has
revealed that the elements most frequently associated with intelligence are: “information,”
“actionability,” and “knowledge.” In this context, intelligence is understood as “actionable
knowledge about other states/actors, disseminated to decision-makers in the form of
information,” thus underscoring its teleological dimension (action-oriented) and its
relationship with the decision-making process [24].

More recently, a philosophical analysis of national security intelligence activity has been
proposed, arguing that intelligence is, above all, an epistemic concept related to the notion of
“knowledge,” endowed with a teleological character (defined by its purpose - the achievement
of a collective good, namely security), and institutionally relative (military intelligence, police
intelligence, financial intelligence, etc.) [25].

Given the absence of consensus on a single definition of the concept of intelligence,
especially from an organizational and operational perspective, it is argued that the clear
delineation, it is argued that the clear delineation - within the state’s institutional architecture -
of the role and missions of Intelligence/Information Agencies, as well as the establishment of
effective oversight mechanisms for intelligence communities, could substantially contribute to
strengthening operational efficiency and the democratic legitimacy of activities in this field
[26].
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From the perspective of democratic governance, intelligence institutions are defined as
specialized state agencies tasked with producing intelligence - in the sense of knowledge -
relevant to the security of the state (national security information) and of the population,
through the collection, analysis, and dissemination of information regarding security threats
and risks [16]. This institutional approach emphasizes the public character of national security
intelligence (serving the public interest) and the necessity of a rigorous framework of
democratic oversight.

In summary, it may be concluded that contemporary literature in the field converges,
despite terminological differences, on three main dimensions of intelligence: product
(knowledge) - knowledge about the security environment, the actors involved, risks, and
opportunities, with direct relevance for decision-making; process/activity - the set of activities
of planning, collection, processing, analysis, production, and dissemination of information;
organization/community - state institutions (or private entities) that carry out intelligence
activities [18, pp. 22-25].

Building on these three dimensions and considering the specific nature of critical
infrastructure protection, this study proceeds from the premise that, in this particular case,
intelligence represents the ensemble of institutional activities - predominantly secret and
legally regulated - through which relevant and actionable information is collected, analyzed,
and disseminated for the protection of critical infrastructures, as part of the broader endeavor
of ensuring national security, as well as the products resulting from these activities. This
premise integrates both the epistemic character (knowledge) and the organizational and
teleological dimensions (the orientation toward protecting a collective good: security, and in
this specific case, the security of critical infrastructures).

)\

2.3. Relevant types of Intelligence for the protection of critical infrastructures - the
perspective of levels of analysis

The protection of critical infrastructures requires the coherent integration of the three
levels of analysis specific to intelligence: operational, tactical, and strategic [18, p. 30; 27, pp.
21-28]. Each level contributes distinct types of specialized products, useful both for
understanding threats and for adopting strategic decisions regarding the defense and resilience
of infrastructures.

a.) Operational intelligence (operational level of analysis). Operational analysis is
oriented toward identifying campaigns, actors, and threat vectors with direct relevance for
critical infrastructures. The emphasis is placed on characterizing the behavior of the actors
involved - from cybercriminal groups specializing in attacks on the energy or healthcare sectors
to state actors conducting complex operations. Operational intelligence supports inter-
institutional coordination, mission planning for response, and data sharing within communities
responsible for threat management. Recent literature highlights that the development of this
analytical level requires both detailed and continuously updated knowledge of actors,
techniques, and attack vectors specific to a domain - particularly the energy sector [28] - as
well as the use of advanced platforms capable of collecting and processing real-time data from
the operational environment to deliver actionable intelligence necessary for rapid response
[29].

b.) Tactical intelligence (tactical level of analysis). Tactical analysis focuses on
identifying indicators of compromise, exploited vulnerabilities, the techniques and procedures
of the actors involved, or vulnerable physical locations. The products delivered are particularly
important for technical teams and intervention structures that directly manage incidents
affecting critical infrastructures. Studies in the field show that this level of analysis supports
early detection and immediate reaction to attacks by leveraging technical indicators and
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patterns based on the tactics, techniques, and procedures of the actors involved, in order to
inform immediate defensive actions [27, pp. 21-28; 30].

c.) Strategic intelligence (strategic level of analysis). At the strategic level, analysis
seeks to highlight action trends that typically have medium- and long-term impacts on critical
infrastructures, shaped by geopolitical, economic, and technological developments. Thus,
strategic intelligence contributes significantly to the formulation of resilience policies on issues
of interest. Risk anticipation at this level of intelligence is essential for supporting governance
processes and coordinating long-term institutional responses. Moreover, the integration of
advanced foresight tools and collaborative analytical methods enables a systemic perspective
on disruptive threats and their implications for critical infrastructures [19; 31].

In conclusion, the protection of critical infrastructures requires the coherent articulation
of all three levels of intelligence analysis. Tactical analysis must be supported by a solid
operational understanding of the actors involved, while strategic decisions must be grounded
in relevant information derived from the tactical and operational environments. Only through
the integration of these levels can a resilient protection system be achieved -one capable not
only of responding effectively to threats but also of anticipating developments with long-term
impact.

I\

3. THREATS AND VULNERABILITIES TO CRITICAL INFRASTRUCTURES
IN THE CONTEXT OF CONTEMPORARY SECURITY

3.1. Introductory considerations

Critical infrastructures currently face a security environment marked by strategic
uncertainty, technological interdependence, and the multiplication of threat vectors - factors
that drive a paradigm shift from reactive protection to anticipatory resilience. Geopolitical
developments, the acceleration of digitalization, the convergence of IT and OT systems, and
the emergence of new technologies increase the exposure of critical infrastructures to diverse
risks - physical, cyber, hybrid, or systemic [1-2; 32].

Threats to critical infrastructures in the current security climate are complex,
multifactorial, and interdependent, resulting from the convergence of social, economic, and
geopolitical factors, which continuously reshape how these threats must be managed within
national and international security architectures [32].

In this context, the protection of critical infrastructures becomes a continuous, adaptable,
and integrated process, with a direct impact on national security, socio-economic stability, and
the functioning of the state.

3.2. Typologies of threats to critical infrastructures

Threats targeting critical infrastructures can be grouped into several main categories,
depending on their nature and their impact on the functionality of the systems, as follows:

a.) Deliberate physical threats (sabotage, terrorism, strategic violence) - These are
generated predominantly by actors motivated ideologically, politically, militarily, or
economically, whose actions may aim to destroy, compromise, or interrupt the functioning of
essential components of critical infrastructures, such as those in the fields of energy,
transportation, communications, or health.

In the case of sabotage, actions seek to cause material or functional damage by destroying
infrastructure, degrading operational capabilities, or compromising technical integrity,
generally through covert means, with the aim of generating significant economic or logistical
effects without explicit attribution [10—11].

In the case of terrorism, the motivation is associated with inducing public panic, eroding
social trust, constraining political decision-makers, or achieving symbolic and visibility-related



oy,

@ Research and Science

‘;‘ T@ DAY OPEN ACCESS
w - www.rstjournal.com

gains. Critical infrastructures are preferred targets due to their major psychological impact and
the domino effects they produce on communities and the economy [33].

With regard to strategic violence, this represents the intentional and planned use of force
or physical coercion against critical infrastructures as an instrument of influence, intimidation,
or pressure in specific geopolitical and military contexts, with the aim of altering the balance
of power, disrupting the functioning of the state, or obtaining a strategic advantage in a hybrid,
irregular, or conventional conflict [34—-36].

b.) Accidental threats (natural disasters, technological accidents) - These are generated
by natural factors or technological errors and can disrupt systemic functions without
premeditation, affecting the performance and availability of public services [2; 32].

In the case of natural disasters, the disruption of critical infrastructures is caused by the
manifestation of extreme natural phenomena - such as earthquakes, floods, severe drought,
wildfires, or geomagnetic storms - which generate structural damage, operational interruptions,
and the degradation of functional capacities, without any direct human intentionality. These
events affect the availability, continuity, and performance of essential services at the societal
level. The idea that risks to critical infrastructures are amplified by extreme natural phenomena
is supported in reports on the resilience of essential infrastructures [2; 32].

In the case of fechnological accidents, regarded as a major vulnerability for critical
infrastructures, disruptions are caused by internal malfunctions of technical systems, human
errors, hardware or software failures, design flaws, non-compliant industrial processes, or lack
of proper maintenance. These issues can lead to operational shutdowns, performance
degradation, and the compromise of essential service continuity, without intentionality, but
with potentially major impact on socio-economic stability [2].

¢.) The cyber dimension currently represents the dominant component of the issue under
analysis, as ransomware attacks, the compromise of industrial systems (ICS/SCADA), the
exploitation of zero-day vulnerabilities, and attacks on digital supply chains constitute threats
with systemic impact, capable of generating extensive and cascading effects [7; 8; 37; 38].

In the case of ransomware attacks, the disruption of critical infrastructures results from
the unauthorized infiltration and encryption of essential data or operational systems, which
leads to the blocking of functionalities, the compromise of service availability, and the
generation of potentially major financial, operational, and psychological impacts on the
affected entities. Ransomware is recognized as one of the most aggressive forms of
contemporary cyber threat [7].

The compromise of industrial control and automation systems (ICS/SCADA) introduces
critical risks through the possibility of manipulating technical processes, altering operational
parameters, and causing direct physical effects on operated infrastructures, with the potential
for rapid expansion beyond the digital sphere and for impacting physical and operational safety

[8].

)\

The exploitation of zero-day vulnerabilities generates a high level of systemic risk in the
context of critical infrastructures, as it relies on security breaches unknown to the manufacturer
or operator, which allows attackers to obtain privileged, persistent, and undetected access,
nullifying the effectiveness of classical cyber-defense mechanisms [37].

Attacks on digital supply chains consist of the intentional compromise of a supplier,
integrator, or technical service provider in order to facilitate the insertion of malicious code or
unauthorized access into the target infrastructure, exploiting commercial and technical
interdependencies and propagating risk in an undetectable and long-term manner [38].

d.) At the strategic level, hybrid threats combine cyber, informational, and economic
tactics to influence the security of critical infrastructures, frequently being associated with
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coordination between kinetic and cyber actions or with Advanced Persistent Threat (APT)
campaigns of a political-strategic nature.

Coordination between kinetic and cyber actions involves the simultaneous and
synchronized integration of physical and digital effects on critical infrastructures, through the
use of cyberattacks to degrade technical, communication, or command-and-control
capabilities, in parallel with physical operations designed to maximize tactical-strategic impact
and the degree of systemic disruption, thereby increasing the effectiveness of a military or
destabilization campaign [39].

Politico-strategic APT campaigns are based on persistent, clandestine, long-term
operations carried out by advanced actors supported or tolerated by states, with the aim of
infiltrating, maintaining access to, and exploiting the informational or operational components
of critical infrastructures, in order to obtain geopolitical, economic, or military advantages
without military escalation [40].

e.) Emerging technological threats to critical infrastructures are becoming increasingly
complex, as accelerated digitalization, hyperconnectivity, and the integration of intelligent
technologies generate new risk vectors that are difficult to anticipate and manage through
traditional security paradigms [31]. Prospective analyses highlight that loT ecosystems, 5G/6G
networks, autonomous systems, Al, and the industrial cyber domain are converging into a
vulnerable technological architecture, prone to interdependent attacks with potential systemic
and cross-border impact [14].

At the same time, the rapid development of quantum computers may compromise current
cryptographic foundations, generating major risks for the security of critical infrastructures and
underscoring the need for an accelerated transition toward post-quantum solutions [41]. In
parallel, the widespread use of digital twins in the operationalization and optimization of
industrial processes introduces new attack surfaces, as the compromise of digital components
may simultaneously lead to software disruptions and physical effects on real infrastructures,
through the manipulation of data, simulations, and automated commands [42].

I\

3.3. Specific vulnerabilities of critical infrastructures

In the context of accelerated digital transformation and the increasing interconnectivity
of essential systems, critical infrastructures face a complex spectrum of vulnerabilities, as
follows:

a.) Interdependencies and domino effect / cascading failures. Technical, logistical, and
organizational interdependencies among critical infrastructure sectors (energy, transport,
telecommunications, finance, etc.) amplify the risk that a local disruption - whether caused by
a cyberattack, technological malfunction, or natural hazard - may propagate throughout the
system in the form of cascading failures, generating systemic “perfect storms” that rapidly
exceed the response capacity of operators and authorities, as highlighted in recent literature on
the resilience of interdependent infrastructures [5—6].

b.) IT-OT convergence and ICS/SCADA exposure. The increasingly close convergence
between IT and OT networks exposes industrial control systems (ICS/SCADA), traditionally
isolated, to attack vectors specific to the IT environment - sophisticated malware, ransomware,
compromised remote access - expanding the attack surface and complicating security
governance. As a result, the compromise of an IT segment can directly lead to the degradation
or shutdown of essential physical processes [43—44].

¢.) Human capacity shortages and advanced skills gaps. The structural shortage of
cybersecurity specialists - particularly in advanced competence areas such as malware analysis,
threat hunting, ICS/SCADA security, and cloud security engineering - limits the ability of
critical infrastructures to implement proactive measures, continuously monitor complex
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environments, and respond rapidly to incidents. This issue is also reflected in recent studies
showing that skill gaps represent a major risk factor for the preparedness and resilience of
critical sectors [45].

d.) Dependence on suppliers and digital supply chains. The dependence of critical
infrastructures on technology vendors, cloud service providers, software, and hardware
components distributed across a global network of digital supply chains introduces
vulnerabilities that are difficult to control - from compromised software updates and backdoors
in equipment to poor security practices among third parties. As a result, supply chain breaches
can be exploited to indirectly penetrate the most sensitive entities [9; 46].

e.) Legislative fragmentation and insufficient standardization. The fragmentation of the
regulatory framework - across European, national, and sectoral levels, as well as across
different jurisdictions (EU-USA, etc.) - combined with technical and certification standards
that are still unevenly implemented, generates compliance gaps, high alignment costs, and
difficulties in achieving a uniform level of protection. Consequently, some infrastructures
remain significantly more exposed compared to other sectors or countries [47—48].

1) Difficulties in sharing classified data between institutions. The exchange of
classified information and indicators of compromise between authorities, private operators of
critical infrastructures, and other relevant entities is often hindered by legal constraints,
organizational barriers, lack of trust, and the absence of standardized information-sharing
mechanisms. This results in delayed detection of attack campaigns and reduces the collective
ability to build an accurate picture of the security situation [49].

I\

4. THE FUNCTIONS AND ROLE OF INTELLIGENCE IN PROTECTING
CRITICAL INFRASTRUCTURES

4.1. Introductory considerations

In recent years, intelligence has become a fundamental component of critical
infrastructure protection due to its ability to provide validated, integrated, and operationalizable
information on threatening actors, their intentions, capabilities, tactics, and possible attack
actions, in an anticipatory and prevention-oriented manner [19]. Thus, intelligence is shaping
itself as a strategic capability in the governance of risks and threats to critical infrastructures,
through the use of diverse tools designed to anticipate medium- and long-term trends and to
support public decision-making in a dynamic and uncertainty-driven technological context.

In this regard, the specialized literature highlights the need for a conceptual and practical
transition from a reactive model - focused mainly on physical and cyber security - to a proactive
and adaptive model grounded in resilience and anticipatory analysis [2; 50]. At the same time,
intelligence is no longer viewed solely as an informational product but as a dynamic, inter-
institutional, and multisectoral process in which the collection, analysis, and dissemination of
information constitute integrated stages within a decision-making cycle that is critically
relevant to the functioning of critical infrastructures [51].

Therefore, the role of intelligence in critical infrastructure protection extends beyond
simple observation and reporting/informing activities. It represents a mechanism of
anticipation, prevention, and adaptation - capable of reducing decision-making uncertainty,
optimizing operational response, and enhancing societal, institutional, and technological
resilience.

4.2 The Functions and role of Intelligence in the field of critical infrastructure
protection

4.2.1 For the protection of critical infrastructures, the functions of intelligence are
articulated primarily along four main directions:
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a.) The Early Warning Function - enables the timely identification of trends and
intentions of involved actors and the prompt dissemination of information to relevant
beneficiaries. The effectiveness of intelligence’s early warning function in protecting critical
infrastructures is supported by recent research findings, which highlight both the necessity of
early detection and prediction of ransomware attacks targeting industrial and control systems
[7], and the essential role of integrating threat information and operational data sharing in the
energy sector through dedicated Early Warning systems [52].

b.) The Risk Assessment Support Function - essential for underpinning impact analysis
models, it relies on the systematic provision and integration of data regarding actors,
capabilities, and operational attack patterns. This is emphasized in recent studies demonstrating
the importance of correlating information on cyber threats with standardized risk assessment
methodologies in critical infrastructures [3; 53].

¢.) The Strategic Decision-Support Function - grounded in the capability of intelligence
to deliver relevant analytical products for the formulation of security policies, a point sustained
by the specialized literature, which underlines the role of cyber threat information in
strengthening sectoral resilience and aligning national strategies with international security
directives [50; 53].

d.) The Operational Support Function - consists in providing actionable intelligence to
operational structures (incident response teams, infrastructure operators) to enable rapid
incident response and the dynamic adaptation of protection measures. Recent studies highlight
that the Integration of advanced technologies such as Al and Digital Twin platforms allows
intelligence to be transformed into a directly operational tool for intervention structures,
through the rapid detection of threats, simulation of possible scenarios, and reduction of
response time in the event of incidents affecting critical infrastructures [12—13].

In the context of the aspects presented above, we consider that without the optimal
valorization of intelligence, the protection of critical infrastructures risks becoming reactive -
based on knowledge of incidents that have already occurred - rather than proactive, oriented
toward prevention and resilience.

I\

4.2.2. 1t is also relevant that Intelligence plays a central role in both preventing and
countering threats to critical infrastructures, through specific actions at each level of analysis,
as follows:

a.) From the perspective of operational analysis, the role of intelligence in the case of
the analyzed threats is reflected in the monitoring of the groups involved, their logistical flows,
routes used, funding sources, and intentions, based on multi-source analysis, interinstitutional
cooperation, and structured information exchange. The aim is to identify early indicators of
hostile actions and to enable the timely activation of prevention and counteraction measures
through mechanisms adapted to the specific features of the targeted infrastructure sectors [28-
29].

b.) From the perspective of tactical analysis, intelligence provides precise and near—real-
time information regarding potential targets, modes of operation, behavioral profiles,
techniques used in sabotage actions, and other early warning indicators with immediate
relevance for intervention. This facilitates the direction of operational forces, the optimization
of reaction procedures, and the reduction of the time between detection and threat
neutralization, including through the integration of advanced surveillance technologies and Al-
assisted analysis [27].

¢.) From the perspective of strategic analysis, intelligence enables the identification and
examination of geopolitical trends, interstate competition, and transnational risks, thus offering
a solid foundation for anticipating vulnerable sectors and the actors involved. In this regard,
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strategic analysis integrates political, economic, military, and ideological developments with
destabilizing potential, assessing the evolution of interests and capabilities of hostile actors, as
well as the possible effects on the security of critical infrastructures. This supports the
formulation of prevention-oriented policies and priorities for the medium and long term [19;
31].

I\

Through the coherent integration of the three levels of analysis - operational, tactical, and
strategic - Intelligence supports critical infrastructure protection measures and strengthens
system resilience by ensuring operational continuity.

5. ENHANCING THE IMPACT OF INTELLIGENCE IN CRITICAL
INFRASTRUCTURE PROTECTION

5.1. Premises and limitations of the current use of Intelligence

Although the previous chapters highlighted the central role of intelligence in the
protection of critical infrastructures, its practical impact often remains below its potential. In
many states and sectors, intelligence is still perceived more as a “support component” than as
a constitutive pillar of risk governance and infrastructural resilience. This situation is
determined by a combination of factors: the fragmentation of responsibilities among
institutions and sectors, which generates grey areas of competence and difficulties in
interinstitutional coordination [2]; the gap between the intelligence production cycle and the
“temporality” of operational processes within critical infrastructures, where the decision
window is often extremely narrow [20]; the structural tension between the need to protect
classified information and the need to rapidly share relevant information with critical
infrastructure operators, including private actors [54]; the deficit of analytical understanding
between the technical language (cybersecurity, ICS/SCADA, etc.) and the strategic/decision-
making language (public policy, investments, budgetary priorities) [20].

Enhancing the impact of intelligence therefore requires not only the technical
improvement of collection and analysis, but also a recalibration of how intelligence is
integrated into: the governance architectures of critical infrastructures; risk management
cycles; and strategic, operational, and tactical decision-making processes [55].

This chapter aims to explore the major directions of action through which the added value
of intelligence in critical infrastructure protection can be amplified, with emphasis on
governance, processes, technology, human capital, and cooperation.

5.2. Strengthening the governance framework and the integration of Intelligence
into public policies

An important pillar in increasing the impact of Intelligence is strengthening the
governance framework within which it is produced and used [56]. In line with European
directives on the resilience of critical entities and cybersecurity, the protection of critical
infrastructures can no longer be conceived as a succession of isolated sectoral measures, but as
an integrated public policy in which intelligence plays a transversal role. To achieve this
objective, the following are required:

a.) Clarifying institutional mandates and roles, through the explicit definition of the
responsibilities of intelligence institutions in relation to sectoral regulatory authorities, national
critical infrastructure coordination structures, and private operators. Such clarification reduces
overlaps, gaps, and ambiguities in threat management. Although, in general, international
cooperation (both at the political level and between agencies) has increased the capacity of
national intelligence institutions, it has not been sufficient to fully ensure the clarification of
mandates, the transparent definition of legal beneficiaries, and the strengthening of democratic
oversight [57].
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b.) The integration of Intelligence into national security and resilience strategies, with
its role needing to be defined not merely as a generic tool but as a specific mechanism in the
development of strategies for energy, transport, health, communications, space, etc., with clear
responsibilities in risk assessment, investment prioritization, and implementation monitoring.
Recent studies generally address the role of intelligence as a pillar of national security in the
face of hybrid warfare, cyberattacks, and other risks, integrated into the institutional
architecture and strategic documents [58].

c.) The creation of formal mechanisms for dialogue between the Intelligence
Community and political/sectoral decision-makers with responsibilities in the field, through
interministerial committees, permanent working groups, and public—private dialogue forums,
which can function as entities that harmonize intelligence analyses with public policy
decisions. This prevents intelligence products from remaining isolated within classified
channels without operational impact, an issue also highlighted in the specialized literature [59].

d.) Aligning the national framework with European and Euro-Atlantic standards on
critical infrastructure protection [60] and intelligence utilization, through normative and
conceptual coherence that facilitates cross-border cooperation, the exchange of best practices,
and interoperability in crisis situations.

In the absence of such strengthened governance, even highly capable intelligence risks
being underused, fragmented, or out of sync with the real needs of critical infrastructures.

I\

5.3. Optimizing the Intelligence cycle for the needs of critical infrastructures

Another major vector for improving the impact of intelligence concerns the concrete
way in which the Intelligence cycle (planning - collection - processing - analysis -
dissemination - feedback) is carried out, both in general terms [17; 18, pp. 37-38] and with
regard to the specific characteristics of critical infrastructures.

To increase its impact, we believe several adjustment directions are necessary, as
follows:

a.) Risk- and essential-function-oriented planning, which should be based not only on
general security agendas, but also on: the essential functions identified in critical infrastructures
(continuity of energy supply, provision of medical services, functioning of communication
networks, etc.); risk scenarios with systemic impact (cascading failures, major disruptions in
supply chains, coordinated attacks on multiple sectors). This approach aligns with studies in
the field of intelligence that highlight the importance of planning and direction as a
fundamental stage for the efficiency of the entire process, showing that the setting of priorities,
the definition of requirements, and the allocation of resources must be strictly oriented toward
risk assessment and the essential functions of the state, so that intelligence products genuinely
meet the decision-making needs of legal beneficiaries [16]. This requires a direct correlation
between intelligence planning and the risk assessment exercises carried out by authorities and
operators.

b.) Multi-source collection and integration of technical sources (sensors, telemetry, etc)
with human and open sources (information on hostile groups, underground forums, geopolitical
or economic developments), which would allow for the integration of large volumes of
heterogeneous information and their transformation into relevant situational pictures regarding
security issues across various domains [7], and in particular for critical infrastructures.

c.) Actionability- and scenario-oriented analysis, which should go beyond the
descriptive level and produce: predictive assessments (trends regarding attacks, shifts in the
tactics of the actors involved, possible technological developments with an impact on
vulnerabilities); impact scenarios for critical infrastructures (for example, the consequences of
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a coordinated attack on an energy operator and a cloud service provider on which other sectors
depend), as is likewise concluded in other academic studies [61].

d.) Rapid, segmented, and secure dissemination, so that intelligence products reach
sufficiently quickly the specific beneficiaries with responsibilities in managing critical
infrastructures (response teams, executive leadership, sectoral authorities), in a format adapted
to their access level and degree of expertise. This approach is also reflected in recent studies
that highlight the necessity of rapid and secure dissemination mechanisms, the use of
differentiated channels (beneficiary segmentation), and issues related to confidentiality, trust,
and access classes in intelligence sharing [20].

e.) Systematic feedback and lessons learned, through: periodic evaluation of the extent
to which intelligence products were useful in preventing or managing incidents; adjusting
collection requirements and analytical methodologies based on the lessons learned; creating an
institutional culture of continuous learning between the Intelligence Community and critical
infrastructure operators [16].

I\

5.4. Leveraging emerging technologies in the production and use of Intelligence

Another determining factor in improving the impact of intelligence is the integration of
emerging technologies into all phases of the intelligence cycle, through the following action
directions:

a.) Use of Artificial Intelligence and machine learning, for the early detection of
anomalies in operational and cyber data flows; identification of attack patterns and subtle
correlations between seemingly unrelated events; prioritization of alerts and reduction of
informational “noise” [7; 29; 52]. In this way, intelligence becomes more scalable and more
capable of managing the complexity of the security environment of critical infrastructures.

b.) Integration of Big Data analytics and fusion platforms, which facilitates: the
integration of large volumes of data from multiple sources (technical logs, surveillance data,
economic and geopolitical information, OSINT); the execution of complex network analyses
on the connections among actors, attack vectors, infrastructures, and supply chains; the
modeling and simulation of scenarios involving the propagation of effects (cascading failures)
[5; 6; 19].

¢.) Use of Digital Twins and advanced simulations, which, in the case of critical
infrastructures, allows for: testing in a virtual environment the impact of attack scenarios or
technical malfunctions; experimenting with response measures and business continuity plans
without disrupting real systems [12]. Thus, operational intelligence that can be directly used in
exercise planning and in the preparation of intervention teams can be generated.

d.) Implementation of standards and protocols for automated information sharing,
which would: increase the speed at which tactical and operational intelligence is distributed to
specific beneficiaries; reduce interpretation errors; facilitate the integration of external feeds
into the situational pictures of critical infrastructures [49].

Leveraging these technologies does not replace the analyst’s judgment and human
decision-making, but it significantly amplifies detection, analysis, and response capabilities,
thereby enhancing the overall impact of intelligence.

5.5. Developing human capital and an Intelligence culture in critical infrastructures

Any technological and institutional progress is limited by the level of development of
human capital and organizational culture. In the context of the need to protect critical
infrastructures, increasing the impact of intelligence involves:

a.) Specialized training at the intersection of Intelligence and technical domains,
through training and professional development programs designed to create: intelligence
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analysts with a solid understanding of the specificities of critical infrastructures (energy, health,
transport, communications, etc.); technical specialists familiar with the logic and processes of
intelligence, capable of formulating information requirements and using analytical products in
decision-making. This direction aligns with current recommendations, according to which, in
the digital technology era, the effectiveness of intelligence activities depends decisively on
training hybrid-profile professionals capable of integrating advanced technical competencies
with analytical and strategic interpretation skills [62].

b.) Mixed teams - bringing together intelligence analysts, technical experts, legal
specialists, and public policy professionals - and “hybrid profiles”, consisting of practitioners
capable of translating technical problems into strategic risk terms and vice versa [19; 62].

¢.) An organizational culture oriented toward prevention and learning, characterized
by: proactive reporting of incidents; voluntary participation in exercises and simulations;
openness to sharing relevant information with authorities and sectoral partners; acceptance of
intelligence as a legitimate tool in the strategic design of the organization, not merely as a
“crisis alarm.” This recommended direction is consistent with recent European approaches
emphasizing that the resilience of critical infrastructures depends on an organizational culture
oriented toward prevention, in which incident reporting, information sharing, participation in
exercises, intersectoral collaboration, and continuous learning are essential institutional
mechanisms [2].

I\

5.6. Shifting the approach from “information support” to “resilience architecture”

Improving the impact of intelligence in the protection of critical infrastructures requires
a shift in logic - from an approach in which intelligence is perceived as a simple provider of
information, to a vision in which intelligence is understood as a structural element of the
resilience architecture [63].

This transformation involves: strengthening the governance framework and integrating
intelligence into public policies and sectoral strategies; adapting the intelligence cycle to the
specificities of critical infrastructures, with an emphasis on actionability, scenarios, and
feedback; leveraging emerging technologies (Al, big data, digital twins, automated
information-sharing standards) to increase the speed and depth of analysis; investing in human
capital and intelligence culture through specialized training and the formation of mixed teams;
developing cooperation and information-sharing mechanisms at national and international
levels (see Chapters 5.2-5.5).

By integrating these directions, intelligence can shift from a predominantly reactive,
incident-centered function to an anticipatory and adaptive capability, able to reduce
uncertainty, support informed decision-making, and strengthen the resilience of critical
infrastructures in the face of an increasingly complex and volatile security environment.

5.7. Integrated model for the use of Intelligence in critical infrastructure resilience

Based on conceptual analyses, typologies of threats and vulnerabilities, as well as the
functions of intelligence in the protection of critical infrastructures, an integrated model is
proposed that describes how intelligence contributes to the transition from reactive protection
to anticipatory resilience. The model is structured into four main components: (1) risk context,
(2) intelligence architecture, (3) key intelligence functions, and (4) governance mechanisms
and resilience outcomes (Figure 1).
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TYPES OF THREATS & VULNERABILITIES
Physical (deliberate / accidental)

Cyber (ICS/SCADA, ransomware, supply chain, zero-day)
Hybrid & emerging (APT, Al 10T/5G, digital twins, quantum risk)
Systemic vulnerabilities (IT-OT, human resources, supply chain)
!

INTELLIGENCE LEVELS (analysis)
Operational — monitoring
Tactical — technical indicators
Strategic — anticipation
!

FUNCTIONS OF INTELLIGENCE
Early Warning
Risk Assessment
Decision Support
Operational Support
!

RESULTS / OUTPUT
Effective protection
Anticipatory resilience
Reduced uncertainty
Continuity and rapid recovery

Figure 1. Integrated model on the use of Intelligence in the protection and
resilience of critical infrastructures.

Overall, the model conveys a vision in which the risk context is filtered through the
intelligence architecture, transformed into concrete functions (early warning, risk assessment,
decision-making and operational support), and integrated into governance and resilience
mechanisms, the final outcome being the shift from reactive protection to anticipatory
resilience of critical infrastructures.

6. DISCUSSIONS

This chapter aims to place the results of the analysis within a broader interpretative
framework, by relating them to the formulated hypotheses, the specialized literature, and the
theoretical and practical implications for the governance of critical infrastructures and for the
intelligence community. The discussion also highlights the structural tensions and dilemmas
associated with using intelligence as a pillar of infrastructural resilience.

6.1. Interpretation of the results in relation to the research hypotheses

The analysis conducted in the previous chapters theoretically supports the validity of the
four research hypotheses.

First, hypothesis HI - according to which the coherent valorization of the three levels of
intelligence analysis (operational, tactical, and strategic) facilitates the transition from reactive
protection to anticipatory resilience - is supported by demonstrating the differentiated ways in
which each level contributes to managing risks to critical infrastructures. Thus, at the
operational level, knowledge is structured regarding the actors involved and the campaigns
carried out; at the tactical level, concrete and immediately usable indicators are provided for
incident response; and at the strategic level, the anticipation of trends and the shaping of
relevant policies are ensured. The integrated model proposed in section 5.7 shows that only the
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articulation of these levels within a common governance framework allows the shift from an
incident-centered logic to one oriented toward prevention, adaptation, and continuity.

Secondly, hypothesis H2 - according to which the major vulnerabilities of critical
infrastructures can be significantly reduced through robust intelligence capabilities oriented
toward early warning and integrated risk assessment - is confirmed by correlating the
typologies of threats and vulnerabilities (physical, cyber, hybrid, emerging, systemic) with the
functions of early warning and risk evaluation. Vulnerabilities such as IT-OT convergence,
ICS/SCADA exposure, dependence on digital supply chains, or shortages in human capital can
be managed more effectively when intelligence processes provide advance warnings, impact
scenarios, and comprehensive views of interdependencies.

Hypothesis H3 - which posits that a governance framework that systematically employs
intelligence increases the ability to anticipate and manage emerging threats - is supported by
the argument that intelligence cannot remain a technical subsystem but must be explicitly
integrated into national strategies, institutional architectures, and sectoral decision-making
processes. The discussions on strengthening governance (section 5.2) show that, in the absence
of a clear framework of roles, processes, and responsibilities, even high-performing
intelligence risks being undervalued or misaligned with the real needs of critical infrastructure
protection.

Finally, hypothesis H4 - according to which interinstitutional cooperation and
standardized information-sharing mechanisms constitute essential conditions for resilience - is
supported by the analysis of current difficulties related to classified data exchange, normative
fragmentation, and challenges in building an environment of mutual trust. The major
interpretative conclusion is that intelligence can support infrastructural resilience only if it is
embedded within a collaborative governance ecosystem that transcends the logic of isolated
institutions.

I\

6.2. Theoretical implications: Intelligence as architecture, not just as product

From a theoretical perspective, the study contributes to reconfiguring the way the role of
intelligence is understood in security studies and in the literature on critical infrastructures.
Traditionally, intelligence has been conceptualized either as an informational product
(actionable knowledge), as a process (the intelligence cycle), or as an organization (specialized
agencies) [64, pp. 12—14]. The proposed analysis adds an additional dimension: /ntelligence as
a resilience architecture, meaning a set of relationships, mechanisms, and functions that
structure the way society manages systemic risks.

The integrated model presented in section 5.7 marks the shift from a “linear”
representation of the intelligence cycle to a systemic vision, in which: the risk context (threats
+ vulnerabilities) is filtered through the levels of intelligence analysis; the levels are
operationalized through functions (early warning, risk assessment, decision support,
operational support); and the functions are anchored in multi-actor governance, generating
outcomes in terms of protection and resilience.

Thus, intelligence is positioned explicitly at the intersection of resilience theories,
security studies, and critical infrastructure governance, suggesting the need for conceptual
frameworks that approach intelligence not merely as informational “input,” but as a structural
element of critical socio-technical systems.

6.3. Practical and Public Policy Implications

In practical terms, the results of the study indicate that the effectiveness of technical and
regulatory protection measures is conditioned by the quality and integration of intelligence.
Several essential implications can be outlined:
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a.) For policy makers, the conclusions suggest that investments in the resilience of
critical infrastructures cannot be limited to technological modernization or regulatory
adjustments; they must also include strengthening intelligence capabilities, clarifying
mandates, and establishing formal mechanisms for intelligence—public policy dialogue.

b.) For critical infrastructure operators, the proposed model highlights the need to:
create internal structures or partnerships capable of translating intelligence products into
operational decision-making; develop an organizational culture oriented toward prevention,
reporting, and learning; and participate actively in information-sharing networks, especially in
sectors with strong interdependencies.

¢.) For the technical community, the discussion reveals the importance of better
articulation between technical and strategic language, as well as the need for “hybrid profiles”
able to operate simultaneously with concepts such as risk, vulnerability, interdependence, and
political decision-making.

d.) In addition, the integration of emerging technologies (Al, big data, digital twins)
into the intelligence cycle has direct implications for how security operations centers, training
exercises, continuity plans, and reporting architectures to authorities are designed.

I\

6.4. Tensions, paradoxes, and grey areas

The results of the study also reveal a set of structural tensions that must be acknowledged
and managed in order to avoid an overly normative vision of the role of intelligence:

a.) The tension between secrecy and sharing: the protection of classified information is
essential for security, yet insufficient sharing with private operators reduces the practical
relevance of intelligence and leads to the late detection of complex campaigns. The balance
between “need to know” and “need to share” remains difficult to achieve, even though in the
digital age the activity of Intelligence Agencies no longer means “total isolation” but a process
of “shared secrecy,” which involves mutual trust among the actors engaged in the process [65].

b.) The tension between speed (time pressure) and analytical rigor: critical
infrastructures operate in an almost real-time environment, while the intelligence cycle requires
verification, corroboration, and evaluation. Adapting intelligence processes to the micro-
decisional temporality of critical infrastructures is a major challenge. This finding is confirmed
by recent studies arguing that, to meet the high time-pressure demands of intelligence activities
without compromising analytical rigor, it is necessary to optimize analytical processes and
enhance human capabilities (through psychology, education, statistics), in parallel with the use
of digital technologies [66].

¢.) The tension between centralization and distribution/dissemination: on the one hand,
the governance of systemic risks requires central coordination and a unified vision; on the other
hand, resilience requires a diversity of actors, redundancy, and local adaptive capacity.
Intelligence must serve both of these apparently opposing logics simultaneously - finding a
balance between centralization, which provides control and strategic direction, and
distribution/dissemination, which enables agility and information sharing - thus highlighting
the advantages and challenges of both approaches [67].

d.) The tension between technology and human capital: although emerging
technologies can exponentially enhance detection and analytical capabilities, they cannot
substitute the sound judgment of intelligence analysts or the responsibility inherent in decision-
making. Despite technological advances in data collection and analysis, human resources retain
an essential role in intelligence due to the unique human ability to contextualize, recognize
patterns, and connect information - an environment in which investments in technology must
be balanced with support for human capital [62]. Investment in human resources remains the
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fundamental condition for technological investment to produce real effects in terms of
resilience.

These tensions do not diminish the utility of intelligence; rather, they indicate that its role
in the protection of critical infrastructures cannot be understood as a simple technical solution,
but as part of a complex process of institutional, cultural, and political negotiation.

I\

6.5. Directions for development and further research

Based on the discussions above, several avenues for further exploration can be outlined:

a.) Operationalizing the integrated model: applying the proposed logical framework to
one or more sectors (energy, healthcare, transport, space) would allow for the validation and
refinement of the model by identifying sector-specific patterns and transferable best practices.

b.) Comparative governance study: a comparative analysis between states or regions
could highlight how different institutional intelligence architectures influence the level of
infrastructural resilience.

¢.) Exploring the ethical dimension and democratic oversight: the intensive integration
of intelligence into economic and social life, under the pretext of protecting critical
infrastructures, raises sensitive questions regarding democratic oversight, data protection, and
the balance between security and liberties.

d.) Research on organizational culture: qualitative studies at the level of critical
infrastructure operators could clarify how internal culture facilitates or hinders the effective
use of intelligence in day-to-day practice.

Overall, the discussions show that for intelligence to truly become a pillar of
infrastructural resilience, it must be conceived and analyzed not merely in terms of information
flows, but as a mechanism that articulates technology, institutions, and decision-making within
an environment characterized by systemic risks and high uncertainty.

7. LIMITS OF THE RESEARCH

The chapter on the limits of the research highlights the conditions under which the
conclusions of the study on the role of intelligence in the protection of critical infrastructures
can be understood and used.

In thematic terms, the research operates at a macro, cross-sectoral level: critical
infrastructures are analyzed as interconnected socio-technical systems, with an emphasis on
the cyber dimension and on the convergence between Information Technology (IT) and
Operational Technology (OT), without addressing the technical-operational details specific to
each sector (energy, healthcare, transport, etc.). The study focuses on governance, institutional
architecture, and intelligence processes (early warning, risk assessment, decision-making and
operational support), not on the technical design of security solutions based on intelligence.

Methodologically, the study is predominantly qualitative, theoretical-analytical, and
exploratory. It relies on documentary, conceptual, and content analysis of regulations,
strategies, and specialized literature, without the collection of primary data (access to internal
data of operators or intelligence services) and without systematic quantitative or empirical
testing of the hypotheses.

A fundamental limitation stems from the secret nature of intelligence activities: access
is restricted to public or unclassified information. This can generate a partial, sometimes
normatively idealized image of how intelligence is integrated into the protection of critical
infrastructures and does not allow the inclusion of sensitive operational examples or detailed
descriptions of internal procedures.

There are also geographical and normative limitations: the analysis focuses on the
European and Euro-Atlantic framework, on the directives and strategies in force at the time of
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writing. The rapid dynamics of the technological and regulatory environment may render the
extrapolation of the conclusions to other regions with different institutional architectures only
partially valid.

Regarding the sources, the literature and documents from the Western and institutional
sphere predominate. Limited access to “grey” literature and the heterogeneity of the sources
used may introduce a Euro-Atlantic bias and underrepresent alternative approaches.

The assumptions regarding the valorization of intelligence, the role of early-warning
capabilities, the importance of governance and cooperation are plausible, but their
generalization is conditioned by context: resources, political will, organizational culture, and
technological maturity.

)\

8. CONCLUSIONS

The study highlights the important role of intelligence in the conceptual and operational
transition from a traditional, reactive model of critical infrastructure protection to one based on
anticipatory, integrated, and adaptive resilience. In the context of growing technological
interdependencies, accelerated digitalization, and an increasingly complex security
environment, critical infrastructures can no longer be protected solely through technical,
physical, or regulatory measures. They require a systemic, interinstitutional, and proactive
approach in which intelligence becomes an instrument of strategic governance.

The conceptual analysis demonstrated that critical infrastructures are socio-technical
systems with multiple layers of vulnerability, simultaneously exposed to physical, cyber,
hybrid, and emerging risks, and that their disruption has the potential to generate cascading
effects at the societal level. Against this backdrop, intelligence can contribute to reducing
decision-making uncertainty, anticipating threats, and supporting the decision-making process
by providing actionable, relevant, and timely knowledge.

The research hypotheses were confirmed at the theoretical and analytical level: optimal
valorization of intelligence strengthens the shift toward anticipatory resilience (H1); robust
intelligence capabilities focused on early warning reduce exposure to major vulnerabilities
(H2); intelligence-based governance enhances the ability of states and operators to anticipate
and manage emerging risks (H3); and interinstitutional collaboration and standardized
information-sharing mechanisms constitute critical elements for an effective and adaptive
protection system (H4).

The overall conclusion is that intelligence must be understood as a structural pillar of
infrastructural resilience, with a transversal role in governance, decision-making, planning, and
response. Without such integration, protection remains fragmented, reactive, and vulnerable to
multidimensional threats.

At the same time, the study emphasized a set of strategic directions for strengthening the
impact of intelligence: reinforcing the governance framework and the role of intelligence in
public policy; optimizing the intelligence cycle in relation to the specificities of critical
infrastructures; capitalizing on emerging technologies (Al big data, digital twins); developing
human capital through specialized training and multidisciplinary teams; and standardizing and
accelerating information-sharing across institutions, sectors, and states.

Therefore, the future architecture of critical infrastructure protection must evolve toward
an integrated, collaborative, and anticipatory vision in which intelligence is conceived as a
strategic resource, an operational mechanism, and a tool for continuous adaptation in a volatile,
uncertain, complex, and ambiguous security environment.

In conclusion, the effectiveness of critical infrastructure protection depends on the ability
of states, institutions, and private operators to transform intelligence into an architecture of
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resilience rather than merely a reaction mechanism, thereby strengthening national security and
societal functionality in an era of systemic risks.
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